
Whois Service 

Occasionally you may go to a web site that looks valid, but then you may suspect that something is 

wrong.  This document describes how to check into the website owner and report possible fraud. 

My wife and I were booking a trip to the Hawaiian islands of Maui and Molokai and thought it would be 

fun to take a ferry from Maui to Molokai (rather than the usual puddle jumper airplane.)  I Googled 

around and found the web page www.molokaiferry.com which seemed to be exactly what we were 

looking for. 

When we called the number on the site, we got a message that the number was redirected (not a good 

sign) and we talked with a gentleman with a strong Indian accent.  He asked for our credit card 

information and then said that he couldn’t use that card because it was a “high transaction” card, and 

asked us for another credit card.  At this point we got really suspicious and hung up. 

After doing some more investigation, we found the following Visit Molokai web page:  Transportation – 

Getting To and Around Molokai – Molokai Hawaii Visitor Guide (visitmolokai.com) which shows that the 

ferry service had been terminated in 2016.  We called our hotel and they confirmed that the ferry had 

been out of business for years. 

Rather than take any chances, my wife called her credit card company cancelling that credit card and 

requesting a new replacement card.  This prevented the fraudster from being able to use the credit card 

that we had given them over the phone. 

I then used a Whois service to determine “who” was fraudulently representing themselves as the 

Molokai ferry service.  There are several Whois service providers on the internet, I used: 

www.whois.com/whois/. 

Simply go to www.whois.com/whois/ and type in the name of the website in question 

(molokaiferry.com in this case) and it will give you a wealth of information, some of which I’ve shown 

below: 

 

First of all, the fact that the Registrant Contact is in Reykjavik Iceland should be a warning sign that this 

is probably NOT a legitimate company operating a ferry in Hawaii! 

http://www.molokaiferry.com/
https://visitmolokai.com/wp/transportation-getting-to-and-around-molokai/
https://visitmolokai.com/wp/transportation-getting-to-and-around-molokai/
http://www.whois.com/whois/
http://www.whois.com/whois/


You can then file a complaint with the DNS Registrar (using their “Abuse Contact Email” address – shown 

in the Raw Whois Data.)  They will then open an investigation and if the site is fraudulent they will shut it 

down. 

Here is a copy of the email that I sent. 

 

 

If I had reason to suspect this website upfront, I would have done this research BEFORE calling them and 

giving them personal information, but it seemed perfectly legitimate and reasonable that there would 

be a ferry between these two islands. 


